IHamsATKa 10 0€30MaCHOCTH HIKOJbHUKOB B ceTH UHTepHeTe

C KaXIpIM TOJJOM MOJIOJICKH B MHTEPHETE CTAHOBUTHCA OOJIbIIE, a MIKOJbHUKHU OJHU U3
CaMbIX aKTHBHBIX IOJIb30Barenied PyHera. Mexay TeM, MOMHMO OTPOMHOIO KOJIMYECTBA
BO3MOXHOCTEH, UHTEPHET HECET U MpoOsieMbl. JTa maMATKa J0DKHA MOMOYb Tebe 6e30macHo
HaXOJIUTHCA B CETH.

KoMmnbioTepable BUPYChI

KoMmnbloTepHblii  BUPYC — 93TO  Pa3HOBUAHOCTh  KOMIIBIOTEPHBIX  IPOTpamM,
OTJIMYUTEIBHOW OCOOCHHOCTBIO KOTOPOM SIBJISIETCS CHOCOOHOCTH K pa3MHOXKeHUo. B
JIOTIOJTHEHUE K 3TOMY, BUPYChl MOTYT MOBPEAUTh WJIM MOJHOCTHIO YHUYTOXKUTH BCE (Dailyibl U
JaHHBIE, TTOJIKOHTPOJIbHBIC TOJIb30BATENI0, OT UMEHH KOTOPOro Oblja 3amyllleHa 3apaxxEéHHas
nporpaMma, a TaKXe MOBPEOUTh WU JAXE YHUYTOKUTH OIEPALMOHHYK) CHUCTEMY CO BCEMH
(aiinamu B 1eaoM. B OoNbIIMHCTBE ClTydaeB paclpOCTPAHAIOTCS BUPYCHl YePE3 HHTEPHET.

MeToabl 3alIUTHI OT BPEAOHOCHBIX IIPOrPaMM:

— Hcnonb3yli COBpEMEHHBIE OINEpPAllMOHHBIE CHCTEMbI, UMEIOIINE CEPhE3HBIA YPOBEHb
3aIIUTHI OT BPEJOHOCHBIX MPOTPaAMM;

— IlocrossHHO ycTaHaBnuBail maTyv (UMQPPOBHIE 3aIUIATKH, KOTOPHIE aBTOMATHUYECKH
YCTaHABIMBAIOTCS C LEIbI0 JOpPa0OTKH MpPOrpaMMbl) U Apyrue OOHOBJIEHUS CBOEU
ornepalrmoHHON cucteMbl. CkauyuBail UX TOJBKO ¢ O(UIIMATBLHOTO caiTa pa3paboTyuka
OC. Ecnu cymiecTByeT peXuM aBTOMaTHYECKOTO OOHOBJICHHUSI, BKIIFOUH €T0;

— Orpannyb GU3NUECKUH TOCTYM K KOMITBIOTEPY JJIs TOCTOPOHHUX JTUIL;

— Paboraii Ha cBoeM KOMIIBIOTEpE TOJ1 MPaBaMHU MOJIB30BATENs, & HE aJIMUHUCTpATOPa. ITO
HE TMO3BOJIUT OOJBIIMHCTBY BPEIOHOCHBIX MMPOrpaMM HHCTAJUIMPOBATHCS HA TBOEM
MEPCOHAIBHOM KOMITBIOTEPE;

— Hcnonp3yld aHTUBUPYCHBIE HPOTPaMMHBIE HPOIYKTHl HM3BECTHBIX MPOU3BOIUTENEH, C
aBTOMATUYECKUM OOHOBJIEHHEM 0a3;

— He oTkpsiBail KOMIIbIOTEPHBIE (haiiiIbl, MOTYYEHHBIE U3 HEHAAEKHBIX UCTOYHUKOB. Jlaxe
Te (ailibl, KOTOpbIE MpUCTaN TBOM 3HAKOMBIN. JIydllle yTOYHU y HEro, OTIPABIISI JU OH
Tebe ux.

Ceru WI-FI

Wi-Fi - 970 He BU Mepeaavn JaHHBIX, HE TEXHOJIOTHS, a BCETO JIMIIb OpeHa, Mapka. Eie
B 1991 rony Hunepnanackas komranus 3apeructpupoana opern « WECA», uto o6o3Hauano
cinoBocouetanne «Wireless Fidelity», KOTOphIil mepeBOaUTCS KaK «OeCpOBOHAS TOUHOCTHY.
Jlo Hamiero BpeMeHu Jouuia apyras abOpeBuarypa, KoTopas siBISETCS TaKOM K€ TEXHOJOTHUEH.
Oto ab6peBuarypa «Wi-Fi». Takoe Ha3zBaHue ObUIO JaHO C HAMEKOM Ha CTaHJApPT BBICIIUMN
3BykoBoOM TexHuku Hi-Fi, uTo B nmepeBojie 03Ha4aeT «BbICOKAst TOYHOCTHY.

Jla, OecrimaTHBIM MHTEPHET-AOCTYN B Kade, OTENSIX M adpornopTax SBISETCS OTIMYHON
BO3MO>KHOCTBIO BBIXO/1a B HHTEpHET. HO MHOTHE 3KCIepThl CUUTAIOT, YTO 001mIea0CcTynHbIe Wi-
Fi cetn He sBNsAIOTCS 6€30MACHBIMH.

CoBetsl 10 6e30mMacHOCTH paboTe B 00men0CTymHBIX ceTsx Wi-fi:



— He mnepenapail cBoro mmuunyro uHpopmanuio uepe3 odmenoctynubie Wi-Fi cern.
PabGoTtass B HUX, XelaTelbHO HE BBOJUTH MMAapOJId JOCTYyNa, JOTUHBI U KaKHe-TO
HOMEPA;

— Hcnonb3yéh 1 OOHOBIISI aHTUBUPYCHBIE TIPOrpaMMbl U OpaHaMayep. Tem cambiM Th
obOe3onacuillb ce0s OT 3aKauyKu BUpYyca Ha TBOE YCTPOMCTBO;

— IIpu wucnonwszoBanun Wi-Fi otkmoun Qynkumio «OO0mmii moctyn K ¢daimam u
npuHTepam». JlaHHas QYHKIUS 3aKpbiTa 1O YMOJYAHUIO, OJHAKO HEKOTOPHIC
M0JIb30BATEJIM AKTUBUPYIOT €€ JIJIs1 y100CTBa UCIOJBb30BaHus B paboTe min yueoe;

— He ucnons3yit nyonuunsiiit WI-FI mis nepenayn TUYHBIX JaHHBIX, HAMPUMEp AJS
BBIX0/Ia B COIIMAJIbHBIE CETU WM B 3JIEKTPOHHYIO MOUTY;

— MHnonw3yi Tosibko 3ammuiieHHoe coeauHenue udepe3 HTTPS, a ne HTTP, T.e. npu
Habope BeO-apeca BBOAM UMEHHO «https://»;

— B ™moOunpHOM Tenedone otkiaroun  ¢GyHknmo  «llogkmrouenne k- Wi-Fi
aBToMaThueckn». He mormyckai aBTOMaTHYECKOrO MOJIKIIOUYEHUS YCTPOUCTBA K CETSAM
Wi-Fi 6e3 TBoero cormnacusi.

CouuajbHbIe ceTH
ConuanibHble CETH aKTUBHO BXOJAT B Hally >KU3Hb, MHOTHE JIIOJU PabOTalOT U >KUBYT
TaM IMOCTOSIHHO, a B Facebook ye 3apeructprupoBan MuInap] 4eJI0BEK, YTO SIBISIETCS OJHOM
CeIbMOM BCeX KHUTeNel IIaHeThl. MHOrME MOJIb30BaTeId HE MOHUMAIOT, 4TO MH(pOpMaIus,
pa3MellleHHas MU B COLMAIbHBIX CETAX, MOXKET ObITh HalJleHa U UCIOJIb30BaHA KEM YIOJIHO, B
TOM YHCJIe HE 0043aTENBHO ¢ OJIarUMU HAMEPEHUSIMU.
OcHOBHBIE COBETHI 10 0€30MMACHOCTH B COLMAJIbHBIX CeTHX:

— Orpanuyb CIUCOK Apy3el. Y TeOs B APY3bIX HE JOHKHO OBITH CITyYaHbBIX U
HE3HAKOMBIX JIIOJICH;

— 3amuniail cBO YacTHYO KU3Hb. He yka3piBail maposu, TenedoHsl, aapeca, 1aTy
TBOETO POKIAEHUS U APYTYIO JTUUHYIO HH(GOPMALIHIO. 3TOYMBIIUIEHHUKH MOTYT
MCIIOJIb30BAaTh Aake MHPOPMALIUIO O TOM, KaK Thl U1 TBOU POJUTEIH TUIAHUPYETE
IPOBECTU KAaHUKYJIbI;

— 3amminai CBOI pemyTaluio - Iep>KU ee B YUCTOTE U 3aJaBail ce0e BOMpPOC: XOTel Obl
ThI, YTOOBI IPYTHE MOJIb30BATEIN BUACIH, YTO ThI 3arpyxaeib? [Togymail, npexe
YeM 4TO-TO ONyOJMKOBATh, HAIIMCATD U 3arpy3UTh;

— Ecnu T roBOpULIB C JIIOABMH, KOTOPBIX HE 3HACIIbL, HE UCIOJB3YH CBOE pealibHOE
UMS U IPYTYIO JIMYHYIO0 HH()OPMALIUU: UMSI, MECTO )KUTEJIbCTBA, MECTO Y4eObl U
npoyee;

— MW306eraii pasmemenus Gororpaduii B InTepHere, rie Tl n300paxxeH Ha MECTHOCTH,
0 KOTOPOW MOXHO OIPEAEIIUTh TBOE MECTOMOJI0KEHHUE;

— Ilpu peructpanuu B COMaIbHOM CETU HEOOXOAMMO UCTIOIB30BATh CIOKHbIE TAPOJIH,
cocrosimue u3 OyKB ¥ IU(P U C KOJTMYECTBOM 3HAKOB HE MEHEe §;

— Jlns conManbHOM CeTH, MOYTH U APYTUX CAUTOB HEOOXOJAUMO UCIIOJIb30BATh PA3HbIE
napoau. Toraa ecnu Te0st B3IOMAIOT, TO 3JI0YMBIIUIEHHUKHU MOJIY4aT TOCTYI TOJIBKO
K OJJHOMY MECTY, a HE BO BCE Cpa3y.



JIeKTPOHHBbIE JeHbIH
DNEeKTPOHHBIE JIEHBI'M — 3TO OYEHb YJOOHBIN Croco0 miaTrexei, 0OJHAKO CYIIECTBYIOT
MOUIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JEHBIU.
DNEKTPOHHBIE JEHBI'M MOSBUIMCH COBCEM HENABHO M MMEHHO H3-3a 3TOTO BO MHOTHX
rocyJapcreax QO CHX IIOp HE IMPONMCAaHO Npo HUX B 3akoHax. B Poccum xe oHu
(GYHKIIMOHUPYIOT M O HUX YK€ MPOMKUCAHO B 3aKOHE, Te UX Pa3eisiiOT Ha HECKOJIBKO BHIOB —
AHOHMMHBIE M HE AaHOHMMHbIE. Pa3HMI]a B TOM, YTO AHOHHMMHBIE - 3TO T€, B KOTOPBIX
paspelriaercss IpoOBOAUTH ONepanuu 0e3 WIACHTHU(PHUKAIMN TOIb30BaTENs, @ B HE aHOHUMHBIX -
UACHTU(DUKAIIS TTOJIH30BATEINS SABISETCS 005S3aTEIHHOM.
Takke cienyer pa3nuyaTh dJCKTPOHHBbIC (PUATHBIC JEHBIU (PaBHBI TOCYAapCTBEHHBIM
BaJIIOTaM) U 3JIEKTPOHHBIE HE(UATHBIC IEHbI'U (HE PABHBI TOCYIAPCTBEHHBIM BaJIOTaM).
OCHOBHBIE COBETHI IO 0€30MaCHOM padOTe € IICKTPOHHBIMU JIEHBIAMHU:
—  IIpuBsxu k cuety MOOUIIBHBIN TenedoH. DTO caMblil yAOOHBINA U OBICTPHII c1oco0
BOCCTAHOBUTH JIOCTYI K cueTy. lIpuBsizanHblil TenedoH MOMOXKET, eciu 3a0yIelb
CBOU IIJIATEKHBIM 1apOJIb WIK 3al/ICIIb HA CAUT C HE3HAKOMOTI'0 YCTPOMCTBA;

—  Hcnonb3yit ogHopasosbslie naposid. Ilocie mepexona Ha YCHIIEHHYIO aBTOPHU3ALAIO
Tebe yxe He OyneT yrpoxkarb ONAacHOCTh KPakKM WM IepexBaTa IJIaTeKHOTO
apoJIs;

—  Boibepu crnoxublil mapoisb. IIpecTynHukam OyAeT HE NPOCTO yrajaarh CHOMKHBIN

naposas. Hagexusple napoaum — 3To mapoju, KOTOPhIE COAEPKAaT HE MEHee 8 3HAKOB
M BKIIOYAIOT B Ce0S CTPOYHBIC M TMPOMUCHBIE OYKBBI, HUQPPHI M HECKOJIbKO
CUMBOJIOB, TakM€ KaK 3HaK Jojjiapa, (yHTa, BOCKIMLATENbHBIA 3HAK M T.II.
Hanpuwmep, $tROng!;;
—  He BBOaUM cBOM NTMYHBIE TaHHBIE HA CAalTaX, KOTOPBIM HE TOBEPSCIIb.
JJIeKTPOHHAA MOYTA

DneKTpoHHAs MoYTa — 3TO TEXHOJOTHUSA U MPEJOCTABIISIEMBIE €10 YCIYTH 110 NEPECHUIKE
Y TIOJTYYEHUIO 3JIEKTPOHHBIX COOOIIEHUN, KOTOPBIE PACIPENEISIOTCS B KOMIIBIOTEPHOU CETH.

OOBIYHO 3JIEKTPOHHBIN MOYTOBBIM SIIUK BBITISAUT CIASAYIOIIMM 00pa3oM:
UMs_TIOJIb30BATESI(@UMSL_ToMeHa. Takke KpoMme Iepeiadyd MpOCTOro TEKCTa, UMeeTcs
BO3MOKHOCTh TIepe/1aBaTh (Pailiibl.

OCHOBHBIE COBETHI 110 OE30IMACHOM pabOTe C IEKTPOHHOM MOUTOM:

— Hano BbIOpaTh npaBWIIbHBIA MOYTOBBIA CEpBHC. B MHTEpHETE €CTh OrpOMHBIN BHIOOD
OecrIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIydllle JOBEPSATh TEM, KOTO 3HACIlb M KTO
MIEPBBIN B PEUTHUHTE;

— He ykaspiBaili B nuuHON moure JTu4HYyl0 MHGopmanuio. Hampumep, nydine BbIOpaTh
«My3bIKaNbHBINA _(haHaT@» nmm «pok2013» BMecTo «Temal3»;

— Hcnonwp3yil IBYXATAlHYIO aBTOPHU3AIMIO. JTO KOrJa MOMUMO MAapoJisi HY>KHO BBOJUTH
KOJI, TpUChLIaeMbIii mo SMS;

— Bribepu cnoxsbiii maponb. s KaXA0ro MOYTOBOTO SIIIMKA JOJDKEH OBITh CBOM
HAJICKHBIN, YCTOMYUBBINA K B3JIOMY NIapOJIb;

— Ecnm ecTp BO3MOKHOCTH HANMCaTh CaMOMY CBOW JIMYHBIM BOMNPOC, UCIHOIB3YH 3Ty
BO3MO>KHOCTB;



— Hcnonp3ylh HECKOIBKO IIOYTOBBIX SIIMKOB. [IepBbI 111 YacTHOW IIEPENHUCKU C
azpecaTaMy, KOTOPBIM Thl JOBEPSCIIb. DTO JIEKTPOHHBIA aIpeC HE HAJO0 HCIOJIb30BATh
IpU perucTpanuu Ha Gpopymax u cairax;
— He oTkpsiBail (ailsibl U ApyTrHUe BIOKEHUS B MUChMaX Ja)e €CIU OHU MPHUIUIH OT TBOUX
napyseit. Jlydie yrouHu y HUX, OTIPABISUIA JIU OHH TeOe 3TH (paiiiibr;
— Ilocne oxoH4aHusi pabOTHI HAa MOYTOBOM CEpPBHUCE IEPE] 3aKPHITUEM BKIAJIKU C CAaUTOM
He 3a0y/b HaXKaTh Ha « BeIATHY.
KuoepOyjmHr ujin BUPTyaJbHOE N31€BATEJIbCTBO
KubepOymmuHr — TIpeciieoBaHWe COOONICHHUSIMH, COACPKAIUMU  OCKOpOJICHWSI,
arpeccHio, 3alyruBaHue; XyJIUTaHCTBO; COIMAIbHOE OOMKOTUPOBAHUE C TIOMOIIBIO Pa3IMYHBIX
MHTEPHET-CEPBHCOB.
OcHOBHBIE COBETHI IO 0OpbOE ¢ KNOEPOYIITMHIOM:
— He Opocaiicsa B 60i1. JIyummuii crmoco0: MocoBeTOBAaThCS Kak ce0sl BECTH U, €CJIM HET TOTO,
K KOMY MOKHO OOpaTHThCS, TO BHayaje yCHOKOWThCS. Ecnu Thl HayHeNmb OTBEYaTh
OCKOpOJIEHUSIMU HA OCKOPOJIEHUS, TO TOJIBKO €I11e OOJIBIIE Pa30kKKETb KOHPIUKT;
— VYnpasisii cBoel kubeppenyTauuei;
— AHOHMMHOCTh B ceTH MHHUMas. CyIIECTBYIOT CIOCOOBI BBISICHUTH, KTO CTOMUT 3a
AHOHUMHBIM AKKAYHTOM,;
— He crour Bectn XynuraHckuii oOpa3 BUpPTyasbHOW >XKu3HHU. MIHTEpHET (ukcupyer Bce
TBOU JICUCTBUS U COXPAHSET UX. Y TUIUTh UX OyAET KpaliHe 3aTPYIHUTEIIHHO;
— Co0mroaii cBOM BUPTYaJIbHYIO YECTh CMOJIOAY;
— UWrHopupy#t enunuuHblii HeratuB. OAHOPA30BbIE OCKOPOUTENHHBIE COOOIICHUS JTyYlle
urHopupoBaTb. OOBIYHO arpeccust MPeKpalaeTcss Ha Ha4aJIbHOM CTaNH;
— ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMU, B COI[MATBHBIX
CETSIX €CTh BO3MOKHOCTb OJIOKMPOBKH OTIIPaBKU COOOILIEHUH C ONPEIEICHHBIX aJpeCcOB;
— Ecmu  Th1  cBumerens kuOepOymimHra. TBoW  ACUCTBUS:  BBICTYNMUTh  IMPOTHUB
npecienoBaress, MoKa3aTb €My, YTO €ro JCHCTBUSA OIIEHUBAIOTCS HETraTHUBHO,
NOJJIEPXKATh KEPTBY, KOTOPOM HY>KHA MICUXOJOTUYECKAs TOMOILb, COOOUTUTH B3POCIBIM
0 (paKkTe arpeCCUBHOTO MOBEICHUS B CETHU.
MooOuiabHbIi TesedoH
CoBpeMenHble cMapTGOHBI W IUIAHIIETHI COAEpKaT B ceOe BIOJHE B3POCIBIN
(GyHKIMOHAT, W TEMepb OHU MOTYT KOHKYPHUPOBAaTh CO CTallUOHAPHBIMH KOMIIHIOTEPAMHU.
OnHako, Cpe/ICTB 3alIUTHI JJI TOJOOHBIX YCTPOUCTB MOKAa OUYEHb Majio. TecTUpOBaHUE U TIOWCK
ySI3BUMOCTEM B HUX MPOUCXOJIUT HE TaK MHTEHCUBHO, Kak s [IK, To ke camoe kacaercs u
MOOMIBHBIX TpuiioxkeHui. CoBpeMeHHbIE MOOUJIbHBIE Opay3ephbl YK€ MPAaKTUYECKH JOTHAIN
HACTOJbHBIE aHAJOTH, OJIHAKO pacliMpeHue (yHKIMOHATIA BJIeYeT 3a COO0OH OOJIBIIYIO
CIOKHOCTh M MEHBIIYI0 3allMIIEHHOCTh. Jlameko He BCE MNPOU3BOAUTENN BBITYCKAOT
OOHOBJICHUS, 3aKPHIBAIOIINE KPUTHUECKHUE YSI3BUMOCTH JJII CBOUX YCTPOMCTB.
OcHoBHBIE COBeTBI 1151 0€30MIACHOCTH MOOMJIBHOTO TeJie)oHA:



— Huuero ne sBnsercs no-HacrosieMy OecruiatHbIM. Byib ocToposkeH, Beab Koraa Tede
npeajaratoT OeCIIaTHbIN KOHTEHT, B HEM MOTYT OBITh CKPBIThI KAKUE-TO TUIATHBIE
YCIIyTH;

— Jymait, npexae uem otipaBuTh SMS, poto wim Buneo. Tol TOUHO 3HACHIB, TJI€ OHU
OyAyT B KOHEYHOM HTOTE?

— Heo0xomuMo 0OHOBIISTH OTIEPAIMOHHYIO CUCTEMY TBOETO CMapTQOHa;

— Hcnonb3yii aHTUBUPYCHBIE IPOTPAMMBI /111 MOOMIIBHBIX TelIe(DOHOB;

— He 3arpyxail npuio’keHHsI OT HEU3BECTHOTO HCTOYHUKA, BEIb OHU MOTYT COAEPKATh
BPEIOHOCHOE MPOTpaMMHOE 00eCTICUCHHUE;

— Tlocne Toro kak ThI BRIMICIIB C caiiTa, IJie BBOAMWII JUYHYIO0 HHPOpPMALIKIO, 3aiI1 B
HacTpoiku Opay3epa 1 yaaim cookies;

— Ilepuoanyecku mpoBepsii Kakue IIaTHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

— JlaBaii cBOI1 HOMEp MOOUIILHOTO TeJIe(OHA TOJIBKO JIFO/ISIM, KOTOPBIX Thl 3HACIIb U KOMY
JOBEPSICILIb;

— Bluetooth gomken ObITH BBIKIIIOUEH, KOTJa Thl UM HE MoJib3yeuibes. He 3a0biBail nHorna
MIPOBEPSITH 3TO.

Online urpst

CoBpeMEHHbIE OHJAWH-UTPbl — 3TO KPACOYHbBIE, 3aXBaThIBAIOLUE PpPA3BJICUYCHMUS,
OOBEIMHAIOIINE COTHU THICAY YEJIOBEK M0 BceMy MHUpY. Urpoku uccienyroT JaHHBIA UM MHUP,
oOLIat0TCs APYT C APYTOM, BBIMOIHSIOT 33JaHUsl, CPAXKAIOTCA C MOHCTPAMH M MOJYyYalOT OIBIT.
3a y/lOBOJILCTBUE OHM IJIATAT: MOKYHAKOT JAMCK, OIUIAYMBAlOT aOOHEMEHT WM IPUOOpEeTaroT
KaKHe-TO OILUU.

Bce st cpenctBa uAyT Ha MOJJAEpXKAHUE M Pa3BUTHE WIPbI, a TaKKe Ha camy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CHCTEMbI aBTOPU3allMM, BBIMYCKAIOTCS HOBBIE IAaTYU
(umdpoBble 3amIaTKA JJs MPOTpaMM), 3aKPbIBAIOTCA YSA3BUMOCTH CepBepoB. B momoOHBIX
Urpax CTOUT OMacaTbCs HE CTOJBKO CBOMX CONEPHUKOB, CKOJBKO KPa)KW TBOETO MapoJjsi, Ha
KOTOPOM OCHOBaHa cucTema aBTOpHU3ALUU OOJIBILIMHCTBA urp.
OCHOBHBIE COBETHI 110 O€30MaCHOCTH TBOETO UTPOBOT0 aKKAyHTa!

— Ecnu apyroii urpok BeaeT ceds MI0X0 WK CO37aeT TeOe HeMPUSTHOCTH, 3a0JIOKUPYH €To
B CIIHCKE UTPOKOB;

— Tloxanyiics aiMHUHHCTPATOPaM UIPbl HA TJIOXOE MOBEIEHUE ATOTO UTPOKA, JKEJIaTeIbHO
NPUIOKUTH KaKHe-TO JI0Ka3aTeIbCTBa B BUJI€ CKPUHOB;

— He yka3piBaii nuunyto nHGopmaImio B npodaise urpsi;

— YBaxkall Ipyrux y4aCTHHUKOB 10 UTPE;

— He ycranaBnuBaii HeopuIMaIbHBIE TATYH U MOJIBI;

— Hcnonb3yii ClI0O)KHBIE U pa3HbIEC MIAPOJIN;

— Jlaxxe BO BpeMsi UIpbl HE CTOUT OTKJIIOYaTh aHTUBUpYcC. I[loka Thl urpaemib, TBOU
KOMITBIOTEP MOTYT 3apa3uTh.

@OUIIMHT WM KPaka JUYHBIX JTaHHbIX.

OObIYHON Kpakel JeHer M JOKYMEHTOB CEroJHsl YK€ HHUKOTO HE YAUBHUIIb, HO C

pa3BUTHEM HWHTEPHET-TEXHOJIOTUN 3JIOYMBIIIJICHHUKHA TEPEeMECTUINCh B HUHTEPHET, W



MPOJOKAIOT 3aHUMATHCA <JTIOOMMBIMY» JIeJIoM. Tak MOsSBUJIaCh HOBask yrposa: HMHTEpHET-

MOIIICHHMYECTBA WU  (UIIMHT, T[JaBHAs LeJb KOTOPOrO COCTOUT B  MOJIYYEHUU

KOH(UIEHIIMATBHBIX TaHHBIX TOJIb30BaTeled — JIOTUHOB M mapojeil. Ha anrnumiickom s3bike

phishing untaercs kak pummnr (ot fishing — priOHas oIS, password — maposib).
OcHoBHBIE cOBeTHI 10 00pbOe ¢ PUIIMHTOM:

— Cnenu 3a cBoMM akkayHTOM. Eciii Thl moJ103peBaeib, YTO TBOSI aHKETa ObliIa B3JIOMaHa,
TO HEOOXOANMO 3a0JOKHPOBATh €€ U COOOIIUTh aIMUHUCTPATOpPaM pecypca 00 ITOM Kak
MO>KHO CKOpeEe;

— HWcnonb3yii OGe3onacHble BeO-CaThl, B TOM YHUCIJE, HHTEPHET-Mara3uHOB M MOUCKOBBIX
CUCTEM;

— Hcnonp3yli cinokHblE W pa3Hble Maposid. Takum oOpa3om, ecid TeOs B3JIOMArOT, TO
3JI0YMBIIUIEHHUKH MOJTY4YaT JOCTYI TOJbKO K OAHOMY TBOEMY MPOQUIIO B CETH, a HE KO
BCEM;

— Ecnu Te0sa B3nomanu, ToO HEOOXOAUMO MPENYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPbIE
n00aBIIeHbI y T€0S B JIPY3bsX, O TOM, UTO T€OS B3JIOMAIN U, BO3MOXXHO, OT TBOETO UMEHU
OyZIeT pacchbuIaThCsl ClIaM U CChUIKH HA (DUILIMHTOBBIE CANUTHI;

— YcranoBu HazexHbI mapons (PIN) Ha MoOOWITIBHBIN TenedoH;

— OTKIII0YM COXpaHeHue naposis B Opaysepe;

— He otkpsiBail ¢daiiibel U Apyrue BIOKEHUS B MUChMAX AK€ €CJIU OHU MPHUIUIN OT TBOUX
npy3ei. JIyuie yTOuHH y HUX, OTIIPABIISUIM JIX OHU TeOe ATU (haitiibl.

Hudposas penyrauus

[Mudposas pemyrarusi - 3TO HETaTUBHAS WIM TO3UTUBHAs MHGOpPMAIIUS B CETH O Tele.
KommnpomeTrupyromas uHbopmanus pa3MenieHHas B WHTEPHETE MOXKET CEpbEe3HBIM 00pazoM
OTpa3UThCS Ha TBOEH peasibHOM xu3Hu. «[{udposas pemyranus» - 3T0 TBOM UMUK, KOTOPHIA
dbopmupyetcst U3 uHpopManm o Tebe B MHTEpHETE. TBOE MECTO KUTEIbCTBA, yueObl, TBOE
(bUHAHCOBOE TMOJIO)KEHUE, OCOOEHHOCTH XapakKTepa W paccka3bl O OJM3KUX — BCE 2ITO
HAaKariuBaeTCs B CETH.

MHorue noapoCTKH JIErKOMBICIIEHHO OTHOCATCA K MyOJIMKalWU JUYHOW MH(OpMALUU B
HNuTepHere, HE MOHMMAas BO3MOXKHBIX NOCHEACTBUM. ThI 1a)ke HE CMOXKEIIb I0TaaTbCsi O TOM,
yTo (ororpadus, pa3MelmIeHHas S5 JIeT Ha3aja, cTaja NMPUYMHOW OTKa3a IMPUHATHL TeOs Ha
pabory.

KommenTtapuu, pasmenieHue TBoux Qortorpaduii u Apyrue JeWCTBUST MOTYT HeE
MCYE3HYTh JaXK€ IMOCJIE TOT0, KaK Thl MX yAaluiib. Tbl He 3HAEllb, KTO COXpPAaHUI 3Ty
uH(pOopMaIuio, Momnaia Ju OHAa B MOMCKOBBIE CUCTEMBI M COXPAHWJIACH JIM OHA, a TJIaBHOE: YTO
MoAyMaroT o Tede OKpyXKarollee 01U, KOTOphle HAaWayT U yBUIAT 3T0. Haittu undopmariuio
MHOTO JIET CIIyCTSI CMOXET J0O0OW — Kak M3 J0OpbhIX NOOYKIEHHUM, Tak U C HaMEpeHHEM
MPUYHHATH BPEIl. ITO MOXKET OBITh KTO YTOJTHO.

OcHOBHBIE COBETHI IO 3alIUTe HUGPPOBOM penyTaluu:

— Tlomymaii, mpexkne 4yeM YTo-TO IMyOJIMKOBaTh W TepefaBaTh y cedsi B OJiore wid B
COLIMAJILHOM CETH;

— B nactpoiikax npoduiis ycTaHOBH OTpaHMYEHUS] Ha MPOCMOTP TBOETO MPOUs U €ro
COZIEP/KUMOT0, CAEIIAN €TO TOJIBKO <UL IPY3En»;



— He pa3memniaii 1 He yka3biBaii HHMOPMAITIIO, KOTOPAst MOXKET KOTO-THO0 OCKOPOJIATH WU
00MXaTh.
ABTOpPCKOE NPaBO

CoBpeMeHHbIE NIKOJIBHUKA— aKTHUBHBIE TOJIb30BAaTeNId LMQPPOBOrO MPOCTPAHCTBA.
OpmHako maneko He BCE 3HAIOT, YTO IMOJIb30BAaHUE MHOTUMHU BO3MOYKHOCTSIMU ITUGPOBOTO MHUpa
TpeOyeT COO0ICHUS TTPaB Ha UHTEIUICKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH «WHTEITIEKTyanbHasi COOCTBEHHOCTBY» OTHOCHUTCS K Pa3IUYHBIM TBOPEHUSIM
YeJIOBEUECKOro yMa, HauYMHasi ¢ HOBBIX M300pPETEHHI U 3HaKOB, 0003HAYAIOUIUX COOCTBEHHOCTh
HAa TPOAYKTHI M YCIAyrd , W 3aKaHyuBasg KHUTaMu, (ortorpadusMu, KUHOPWIbBMAMU U
MY3bIKaJIbHBIMU MPOU3BEACHUSIMU.

ABTOpCKHMe mpaBa— »3TO TIpaBa HAa HWHTEUIEKTYallbHYl0O COOCTBEHHOCTh Ha
MIPOU3BEIICHUS HAYKH, JINTEPATyphl M MCKYCCTBAa. ABTOPCKHE IIpaBa BBICTYMAIOT B KA4YECTBE
TapaHTHHA TOTO, YTO MHTEIUICKTYaIbHBIN/TBOPYSCKUA TPYA aBTOpa HE OyAeT HAmpacHbBIM, JacT
€My CIIpaBeUIMBbIC BO3MOXKHOCTH 3apa00TaTh Ha pe3yJbTaTax CBOETO TPyJa, IOIYIUTh
M3BECTHOCTh M MpusHaHue. Hukto 0e3 paspelieHusi aBTopa HE MOXKET BOCIPOHU3BOIUTH €0
MPOU3BEJICHUE, PACIIPOCTPAHATh, MyOJUYHO JEMOHCTPUPOBATh, MPOJaBaTh, UMIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJIMYHO HCIOIHSITH, TOKA3bIBATH/UCTIONHATh B 3UpPE WIK pa3MeliaTh B
WNurepnere.

Hcronp30BaHne «ITUPATCKOTOY MPOTPAMMHOTO 00SCIICUCHHSI MOKET MPUBECTA K MHOTUM
pUCKaM: OT MOTEpPH JAaHHBIX K TBOMM aKKayHTaM 10 OJIOKHMPOBKH TBOETO YCTPOWCTBa, TC
YCTAaHOBJICHHBI HE JierajgbHas mporpamMma. He cTouT Takke 3a0bIBaTh, YTO CYIIECTBYET
JeTaTbHBIE ¥ O€CIUIaTHBIC MPOTPAMMBI, KOTOPHIE MOXKHO HAWTH B CETH.

Marepuanst ¢ caiira:  http://ped-kopilka.ru/blogs/tatjana-vladimirovna-orlova/pamjatka-
bezopasnosti-shkolnikov-v-seti-internet.html
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